SECTION 13761

ACCESS CONTROL Cards & Readers

PART 1
General

1.01 Summary

A. Provide a multi-technology access control reader of proximity and contactless smart cards plus incorporating a digital keypad for reading personal identification numbers (PINs).

B. Provides access control cards of the type and quantity specified herein.

1.02 SECTION INCLUDES

A. Card & Code Reader

B. Contactless Smart Cards

C. Proximity Cards

D. Power Supplies

E. Power & Data Cables

1.03 RELATED SECTIONS

A. 13760 – Access Control System

B. 16050 - Basic Electrical Materials and Methods

1.04 REquirements

A. Labor And Materials
Unless otherwise provided in the Drawings and Specifications, the Contractor shall provide and pay for all labor, materials, equipment, tools, utilities, construction equipment and machinery, transportation and other facilities and services necessary for the proper execution, operation and completion of the Work.

B. Specification Language
Specifications and notes are written in imperative and abbreviated form. Imperative language of the technical specifications is directed at the Contractor, unless specifically noted otherwise. Incomplete sentences shall be completed by inserting “shall”, “shall be”, “the Contractor shall”, and similar mandatory phrases by inference. The words “shall be” shall be supplied by inference where a colon (:) is used within product specifications.

C. Drawings And Specifications
1. Contractor shall be provided three (3) sets of the Drawings and Specifications for his use. Additional sets, if requested by Contractor, shall be furnished to the Contractor for the actual cost of reproduction.

2. Contractor shall carefully study the Drawings and Specifications, and shall at once report any error, unforeseen circumstances, inconsistency or omission he may discover.

3. The [CLIENT] Project Manager shall be the interpreter of the requirements of the Drawings and Specifications, subject to the final approval of [CLIENT].  All interpretations and opinions of the Security Consultant shall be made in writing or in the form of drawings.

D. Intent And Correlation

1. The intent of the Project Drawings and Specifications is to include all items necessary for the proper execution and completion of the Work.

2. The Project Drawings and Specifications are complementary, and what is required by any one shall be as binding as if required by both.

1.05 References

All power supply assemblies shall be U.L. listed.

1.06 Definitions

A.
Words that are in common use are used throughout the Drawings and Specifications, except:

1.
Words which have well-known technical or trade meanings are used in accordance with such recognized meanings.

2.
Whenever the following listed words and phrases are used, they shall be mutually understood to have the following respective meanings:

B.
The words “as indicated.” means:  as shown on the Drawings, and in accordance with the Specifications.

C.
The words “as required.” means:  as required to provide a complete and satisfactory Work in full conformance with the Drawings and Specifications.

D.
The word “New” means:  new Work to be provided by Contractor.

E.
The word “Provide” means:  furnish, install, connect, test and make ready for use.

F.
The words “Relocate existing” means:  remove existing item from present location.  Reinstall, re-connect, and test existing item and make ready for use at new location as shown on the Drawings.

G.
The words “Remove existing “ means: remove existing item and return item to [CLIENT].

H.
The word “Replace” means: remove existing item and return item to [CLIENT].  Provide new item as indicated.

I.
The word “Work”: The Work is the completed construction required by the Drawings and Specifications, and includes all labor necessary to produce such construction, and all materials and equipment incorporated or to be incorporated in such construction.

J.
The word “Furnish” means: supply item as specified.  Item to be installed by others.

1.07 Contractor Design Requirements

A.
The Project Drawings represent the level of system design to be provided by [CLIENT].  Contractor shall provide all additional system design work required, including:

1. Conduit layout and sizing.

2. Wire and cable layout and sizing.

3. Point-to-point wiring and equipment hook-up information.

4. Equipment mounting details.

5. Other detailed design work required.

B.
Contractor’s design shall conform to all applicable codes and ordinances.  All electrical design, including the sizing and placement of conduit, raceways and conductors, shall be in accordance with the current version of NFPA 70: National Electrical Code, unless local codes establish more stringent requirements.

C.
Contractor’s design work is subject to review and approval by [CLIENT]’s Project Manager.

D.
Contractor’s design shall also include:

1.
The addition of all wire, cable, conduit, connectors and junction boxes required for system operation.

2.
Install conduit between the processor and the reader at each door, as necessary.

3.
Complete “as-built” documentation of all security systems, including documentation of existing equipment, wiring, conduits, and raceways.

4.
Other Work as defined within the Project Drawings and Specifications.

1.08 SUBMITTALS

A. Product Data
Product Data submittal shall only be required if the Contractor requests a substitution or a particular brand product is not specified or recommended.

B. Procedures
1. Provide submittals to [CLIENT]’s Project Manager.

2. Submit two (2) copies of each submittal.

C. Shop Drawings
1. General Shop Drawings for the project as described elsewhere.

2. Provide other Shop Drawings only if specifically requested by [CLIENT]’s Project Manager.

D. Manufacturers Installation And Programming Instructions
Provide Manufacturers Installation and Programming Instructions as requested in the various Specification Sections.

E. Project Record Drawings
1. Definition: Project Record Drawings are drawings that completely record and document all aspects and features of the Work. (Also known as “as-built” drawings.)

2. The purpose of Project Record Drawings is to provide factual information regarding all aspects of the Work, to enable future service, modifications, and additions to the Work. 

3. Project Record Drawings are an important element of this Work. Contractor shall accurately maintain Project Record Drawings throughout the course of this project. Project Record Drawings shall include documentation of all Work, including the documentation of existing equipment, wiring, conduits, and raceways that are to be reused in the Work.

4. [CLIENT] Project Manager shall furnish Contractor with two (2) sets of site plans for Contractor's use in preparing Project Record Drawings. One set shall be used as a working set, the other shall be used to prepare the final record set.

5. Contractor shall maintain the working set of Project Record Drawings at the project site throughout the course of the Work. The working set shall be updated on a daily basis as the Work progresses.

6. Project Record Drawings shall accurately show the physical placement of the following:

a. Equipment and devices.

b. Conduit and raceways.

c. Junction, splice and pull box locations.

d. End-of-line resistor locations.

e. Interfaces to external equipment.

f. Connections to power and communication circuits.

F. Project Record Drawings shall show the physical placement of each device and  conduit or aerial center line, to be accurate to within one foot (1') of the nearest landmark.  Where the site plan furnished by [CLIENT] Project Manager conflicts with actual conditions, Contractor shall amend site plan as required.  Indicate exact description of conduit runs (above ground, two foot trench, along outside wall of building, etc.).

G. Project Record Drawings shall show wire and cable runs, zone numbers, tamper circuit configuration, panel/circuit breaker numbers from which equipment is powered, and splice points.  Such information may be shown on the site plans.

H. Project Record Drawings shall be available for inspection by [CLIENT] Project Manager on a daily basis.  Incomplete or inaccurate Project Record Drawings may be cause for delay of Contractor's payment.

I. Upon completion of Work, and prior to Final Acceptance, Contractor shall prepare and submit to [CLIENT] Project Manager a final record set of Project Record Drawings.  This set shall consist of all data transferred from the working set, supplemented by Riser Diagrams and other information.  The final record set of Project Record Drawings shall be drafted by a skilled draftsperson, under the supervision of Contractor.  All final Project Record Drawings shall be provided to [CLIENT].

J. System Documentation
1. Definition:  System Documentation is a complete collection of all installation, programming, operation, and maintenance manuals and work sheets relating to the equipment provided as part of the Work.

2. Contractor shall maintain a file of System Documentation at the project site throughout the course of the Work.  Such file shall be updated with new information as equipment is received and installed.  System Documentation shall be available for inspection by [CLIENT] Project Manager on a daily basis.

3. Upon completion of Work, and prior to final Acceptance, Contractor shall prepare and submit to [CLIENT] Project Manager two (2) sets of System Documentation.

K. Closeout Submittals
1. Provide a set of as-built drawings and manuals to the [CLIENT] Project Manager

As-Built Drawings

Mounting Details

Product Data

Installation Manuals

Operating Manuals

Maintenance/Service Manuals

2. Provide the [CLIENT] Project Manager- with all programming sheets, keys to the equipment cabinets, as-built drawings, operating manuals, maintenance/repair manuals, spare fuses, all programming sheets and keys to the equipment cabinets, tools for tamper-resistant enclosures and tools for manual resetting devices.

1.09 Quality Assurance

A. Qualifications Of Contractor
1. Contractor shall be an installation and service contractor regularly engaged in the sale, installation, maintenance and service of access control systems.

2. Contractor shall have five years experience with the installation, start-up and programming of systems of a similar size and complexity to the one proposed.

3. Contractor shall be a factory authorized dealer of the system proposed for at least two years.

B. Supervision Of Work
1. Contractor shall employ a competent Foreman to be in responsible charge of the Work. Foreman shall be on the project site daily during the execution of the Work.

2. Contractor's Foreman shall be a regular employee, principle, or officer of Contractor, who is thoroughly experienced in projects of a similar size and type. Contractor shall not use contract employees or Subcontractors as Foremen.

C. Qualifications Of Technicians
1. All electronic systems Work shall be performed by electronic technicians thoroughly trained in the installation and service of specialty low-voltage electronic systems.

2. Journeyman Wireman electrical workers may be used to install conduit, raceways, wiring, and the like, provided that final termination, hook-up, programming, and testing is performed by a qualified electronic technician, and that all such Work is supervised by the Contractor's Foreman.

3. All incidental Work, such as cutting and patching, lock hardware installation, painting, carpentry, and the like, shall be accomplished by skilled craftspersons regularly engaged in such type of work. All such Work shall comply with the highest standards applicable to that respective industry or craft.

4. All 120 VAC power wiring and connections are to be performed by a qualified Journeyman Wireman, licensed to perform such Work in the [CLIENT].

D. Subcontractors
1. Definition:  A Subcontractor is a person or entity who has a direct contract with the Contractor to perform any of the Work at the site.

2. Use of any Subcontractor is subject to the approval of [CLIENT].  The Contractor shall identify all Subcontractors on the Bid Form. The Contractor shall make no substitution for any Subcontractor previously selected without approval from [CLIENT].

3. Contractor's Foreman shall be on the project site daily during all periods when Subcontractors are performing any of the Work. Contractor's Foreman shall be in responsible charge of all Work, including any Work being performed by Subcontractors.

4. By an appropriate written agreement, the Contractor shall require each Subcontractor, to the extent of the Work to be performed by the Subcontractor, to be bound to the Contractor by the terms of the Drawings and Specifications, and to assume toward the Contractor all the obligations and responsibilities which the Contractor, by these documents, assumes toward [CLIENT].

E. Supervision And Construction Procedures
1. The Contractor shall supervise and direct the Work, using his best skill and attention.  Contractor is solely responsible for all construction means, methods, and techniques.

2. The Contractor shall employ a competent foreman who shall be in attendance at the project site during the progress of the Work.  The foreman shall represent the Contractor and all communications given to the foreman shall be as binding as if given to the Contractor.

F. Regulatory Requirements
1. All Work is to conform to all building, fire, and electrical codes and ordinances applicable in the [CLIENT].  In case of conflict between the Drawings/Specifications and codes, the codes shall govern.  Notify [CLIENT] Project Manager of any such conflicts.

2. Contractor shall secure and pay for all licenses, permits, plan reviews, engineering certifications, and inspections required by regulatory agencies.  Contractor shall prepare, at Contractor's expense, any documents, including drawings that may be required by regulatory agencies.

G. Permits
The Contractor shall make application for and obtain any and all permits required by federal, state, county, city, or other authority having jurisdiction over the work.

H. Certifications
1. The Reader shall be UL-294 Listed.

2. The Reader shall be FCC Approved.

3. The Reader shall be Canadian FCC Certified.

4. The Reader shall be Industry Canada Approved.

5. The Reader shall be CE Mark Certified.

6. The Reader shall conform to R&TTE Directive in European Countries.

1.010 Delivery, storage, and handling

Security of Contractor's Tools and Equipment:  [CLIENT] is not responsible for the care, storage or security of any of the Contractor's tools or equipment.

1.011 project/site conditions

A. Environmental Conditions
1. Power:  Electrical power will be supplied by [CLIENT] to the extent that the usage is compatible with available facilities in the vicinity of the work.

2. Telephone:  Contractor may use a telephone designated by [CLIENT] for local and toll-free calls.  The costs of long distance calls are the responsibility of the Contractor and shall not be charged to [CLIENT].

3. Rest room Facilities:  Contractor may use existing Rest room facilities designated by [CLIENT].

4. Parking:  [CLIENT] reserves the right to limit or restrict Contractor parking based upon the daily requirements of the other contractors on site.

5. Dust Control:  Make provisions to control all dust, dirt, and foreign material caused by the performance of the Work.

6. Use of explosive type fastening equipment is prohibited.

7. Notify [CLIENT] immediately of any damage or possible damage to any other equipment.

B. Clean-Up
1. Contractor shall clean-up, on a daily basis as the Work progresses, all dirt, dust and debris caused by Contractor's operations.  Clean-up shall be completed by the end of each workday to the satisfaction of [CLIENT]'s on-site representative.

2. In the event that Contractor fails to clean-up, [CLIENT] may elect to have clean-up performed by others, with the costs of such clean-up being charged to the Contractor.

C. Construction Aids
1. Definition:  Construction Aids are facilities and equipment required by personnel to facilitate the execution of the Work.  Construction Aids include scaffolds, staging, ladders, platforms, hoists, cranes, lifts, trenchers, core drillers, protective equipment, and other such facilities and equipment.

2. Contractor shall provide all Construction Aids required in the execution of the Work.  Construction Aids that are the property of [CLIENT] or other contractors shall not be used without permission.

3. Storage of Construction Aids shall be coordinated with [CLIENT]'s on-site representative.

D. Safety
1. The Contractor shall be responsible for initiating, maintaining, and supervising all safety precautions and programs in connection with the Work.

2. Contractor shall comply with all local, state, and federal regulations and laws for the safety of the work place.

E. Accident Reports
Serious or fatal accidents shall be reported immediately by telephone or radio to the [CLIENT]'s Project Manager.

F. Existing Conditions
1. [CLIENT] does not warrant the condition of any portion of the existing wiring, conduit or raceway systems.  Prior to submitting his proposal, Contractor shall examine all existing conditions and determine to what extent the existing wiring, conduit, and raceway systems may be reused.

2. Contractor's proposal price shall include the cost of replacing existing wiring, conduit, and raceways as required.

1.012 Sequencing

A. Description
This implementation plan describes the general approach that shall be followed in order to minimize the time for the access control systems to be operational.

B. Approach
Contractor shall plan and schedule all work in such a sequence as to minimize the time before the system is operational.  The following is a suggested work sequence:

1. Order all equipment needed and notify any subcontractors to schedule their participation.

2. Perform all system layout work.

3. Insure there are an adequate number of power receptacles available to operate all security equipment and coordinate with [CLIENT] as to where power is available.

4. Provide shop drawings to verify location of all equipment, conduit runs, power connections, etc.  Submit shop drawings to [CLIENT] Project Manager.

5. Coordinate with [CLIENT] to provide space in each building's Communications Room for mounting of processors.

6. Prepare and pre-test all equipment to the greatest extent possible.

7. Install all equipment.

8. Test and inspect all systems.

9. Perform all other Work as required.

10. Perform the Acceptance Test.

11. Provide training.

12. Provide as-built drawings.

1.013 SCHEDULING

The Contractor, within five (5) days after being awarded the contract, shall prepare and submit for [CLIENT]’s information, an estimated progress schedule for the Work.  The progress schedule shall be related to the entire project, and shall indicate start and completion dates.

1.014 Warranty

A. Contractor warrants that all Work furnished (material and labor) under this Contract will be of good quality, free from faults and defects, and in conformance with the Project Drawings and Specifications.

B. Contractor shall provide a parts and labor guarantee on all Work.  Unless otherwise specified herein, Contractor's guarantee shall be for a period of two years from date of Acceptance, except where any specific guarantees from a supplier or equipment manufacturer extends for a longer time.

C. Contractor's guarantee shall cover all costs associated with troubleshooting, repair, and replacement of defective Work, including costs of labor, transportation, lodging, materials, and equipment.

D. Guarantee shall not cover any damage to material or equipment caused by accident, misuse, unauthorized modification or repair by [CLIENT], or acts of god.

E. Contractor shall promptly respond to [CLIENT]’s requests for service during the guarantee period. Contractor shall provide repair service as soon as reasonably possible upon request from [CLIENT], but in no case shall service response exceed 8 hours from time of request. 

1.015 SYSTEM STARTUP

Power shall only be applied to the system after re-checking for proper grounding of the system and measuring all loops for lack of shorts, grounds, and open circuits.

1.016 OWNER'S INSTRUCTIONS

A. Coordination With [Client]
1. Contractor shall closely schedule and coordinate his activities with designated [CLIENT] representatives.

2. Contractor shall provide [CLIENT]’s Project Manager with a work plan on a weekly basis.  Such work plan will describe locations of intended activities, types of activities, and potential conflicts to facility operations.

B. [Client]’s Representatives
The following are [CLIENT]’s designated representatives:

Project Manager

John Doe
Telephone (123)  456-7890

Project architect

Jane Doe
Telephone (123)  456-7890

Project engineer

Josh Doe
Telephone (123)  456-7890

Project consultant

Fred Doe
Telephone (123)  456-7890

C. [Client]’s Right To Carry Out The Work
If the Contractor defaults or neglects to carry out the Work in accordance with the Project Drawings and Specifications and fails within seven days after receipt of written notice from [CLIENT] to commence and continue correction of such default or neglect with diligence and promptness, [CLIENT] may, after seven days following receipt of an additional written notice and without prejudice to any other remedy [CLIENT] may have, make good such deficiencies.  In such case, an appropriate Change Order shall be issued deducting from the payments then or thereafter due the Contractor the cost of correcting such deficiencies.

D. Minor Changes In The Work
[CLIENT] shall have the authority to order minor changes in the Work not involving an adjustment in the Contract Sum or an extension of the Contract Time and not inconsistent with the intent of the Project Drawing and Specifications.  Such changes shall be provided by written order.

1.017 Commissioning

1. After all Work is completed, and prior to requesting the Acceptance test, Contractor shall conduct a final inspection, and pre-test all equipment and system features.  Contractor shall correct any deficiencies discovered as the result of the inspection and pre-test.

2. Contractor shall submit a request for the Acceptance test in writing to the [CLIENT] Project Manager, no less than fourteen days prior to the requested test date. The request for Acceptance test shall be accompanied by a certification from Contractor that all Work is complete and has been pre-tested, and that all corrections have been made.

3. During Acceptance test, Contractor shall demonstrate all equipment and system features to [CLIENT].  Contractor shall remove covers, open wiring connections, operate equipment, and perform other reasonable work as requested by [CLIENT].

4. Any portions of the Work found to be deficient or not in compliance with the Project Drawing and Specifications will be rejected.  [CLIENT] Project Manager will prepare a list of any such deficiencies observed during the Acceptance test.  Contractor shall promptly correct all deficiencies.  Upon correction of deficiencies, Contractor shall submit a request in writing to [CLIENT] Project Manager for another Acceptance Test.

5. If, at the conclusion of the Acceptance Test, all Work is found to be acceptable and in compliance with the Project Drawings and Specifications, [CLIENT] Project Manager will issue a letter of Acceptance to Contractor and [CLIENT]. 

Part 2 Products

2.01
GENERAL

A.
All products not provided by [CLIENT] shall be new and unused, and shall be of manufacturer’s current and standard production.

B.
Where two or more equipment items of the same kind are provided, all shall be identical and provided by the same manufacturer.

C.
Drawings and Specifications indicate major system components, and may not show every component, connector, module, or accessory that may be required to support the operation specified.  Contractor shall provide all components needed for complete and satisfactory operation.

D. Product Availability
1. Contractor, prior to submitting a proposal, shall determine product availability and delivery time, and shall include such considerations into his proposed Contract Time.

2. Certain products specified may only be available through factory authorized dealers and distributors.  Contractor shall verify his ability to procure the products specified prior to submitting a proposal.

E. Wire And Cable
1. General:  Provide all wire and cable required to install systems as indicated.  Wire and cable shall be sized to provide minimum voltage drop and minimum resistance to the devices being supplied.

2. All cables shall be specifically designed for their intended use (direct burial, aerial, etc.).

3. Comply with equipment manufacturers recommendations for wire and cable.

4. Comply with all applicable codes and ordinances.

F. Conduit And Raceway Systems
1. General:  The placing of surface mounted conduit on the exterior of any building shall be approved by [CLIENT] prior to its installation.

2. Interior Conduit:

a. Electrical Metallic Tubing (EMT)

b. Flexible Metal Conduit

c. Provide fittings and connectors as required for installation of EMT or flexible conduit.

3. Surface Raceways: 

a. Sheet metal channel with fitted cover, suitable for use as surface metal raceway, WIREMOLD or approved equal.

b. Provide fittings, elbows, and connectors designed for use with raceway system.

4. Exterior Conduit:  (any of the following as determined by local code requirements):

a. Rigid Steel Conduit

b. Rigid Aluminum Conduit

c. Rigid Nonmetallic Conduit (only if buried 18” below ground surface).

d. Intermediate Metal Conduit

e. Provide rain-tight fittings and connectors as required for installation of exterior conduit.

5. Exterior Flexible Conduit:

a. Liquidtight Flexible Conduit: Flexible metal conduit with PVC jacket.

b. Provide rain-tight fittings and connectors as required for installation of Liquidtight Flexible Conduit.

G. Junction And Pull Boxes
1. Interior Boxes: Sheet Metal Outlet Boxes:  Sizes to be determined in accordance with code requirements for conductor fill.  No box shall be smaller than a single gang 1-1/2 deep.  Provide box covers as required.

2. Exterior Boxes:  All exterior boxes shall NEMA 4 or NEMA 3R, watertight and dust-tight

3. All interior and exterior boxes shall have their covers fastened using security screws.

H. Lightning Protection
1. The Contractor shall provide suitable lightning protection for all processors/controllers.

2. All lightning protection equipment shall be UL listed.

2.02
ACCESS CONTROL Cards & Reader - SYSTEM SPECIFICATIONS

The Contractor shall furnish all material and labor for a complete and operative Access Control System including documentation, programming, and training.

A. Card & Code Reader

1. Physical Characteristics

a. Mid-Range with Keypad Readers - Reader shall incorporate a standard 12-key digital keypad with the same numbering configuration as a standard touch-tone telephone. Reader must have the capability for a PIN/card comparison and local PIN update feature defined as the ability to change the PIN number at the local reader by entering the old PIN number and new PIN number and presenting the authorized card. 

Mullion Readers– Reader shall have a width of less than 1 ¾” to mount without modification on 1 ¾” narrow rail stile doors.

Mid-Range Reader – Reader must be capable of providing a read range up to 6” without modification.

b. Reader shall be potted with a UL listed flame retardant potting material.

c. Reader cover shall be secured to the reader using a security screw.

d. Reader shall be designed for both surface mounting and mounting on a single-gang electrical box.

e. Reader shall operate in a temperature range of minus 31 degrees (-31°) to one hundred fifty one (151°) degrees Fahrenheit, minus thirty five degrees (-35°) to sixty seven degrees (67°) Centigrade.

2. Performance Requirements

a. Reader shall provide an operating distance of between one to six inches depending on the reader model, card model and mounting environment.

b. Reader shall operate at 13.56 MHz and 125 KHz in the same reader device.

c. Reader shall contain Automated Credential Transition Technology allowing upgrade from proximity technology to new contactless technology by presentations only.  No enrollment changes shall be required through the access control PC.

d. Reader shall be capable of transmitting the card data in the SIA Wiegand protocol.

e. Reader shall include a tamper detection mechanism as a standard feature.  Tamper mechanism shall not be a reed switch which may be defeated by a magnet.

f. Reader shall operate across a voltage range of eight volts direct current (8VDC) to sixteen volts direct current (16VDC). 

g. Reader shall operate at an average current not to exceed one hundred thirty milliamps direct current (130mA DC) and shall not exceed a peak of two hundred sixty milliamps of current (260mA DC) for mid-range keypad units (100 mA DC average, 260 mA DC Peak for Mullion and Mid-Range units).

h. Reader shall have a tri-color light emitting diode (LED) and audible annunciator.

i. Reader shall flash the LED green momentarily and emit a short beep to indicate that a card was read.

j. Reader shall have a lifetime warranty against manufacturer defects and workmanship.

k. Reader shall have the capability to perform secure transactions protecting data transmission between the card and reader utilizing cryptographic methods of mutual authentication and message authentication coding.

B. Contactless Smart Cards

1. ISO 15693 contactless smart cards

2. ISO 14443A contactless smart cards

3. Provide ______ smart cards

C. Proximity Cards

1. GE/CASI( ProxLite(125 KHz proximity cards

2. HID( 125KHz proximity cards of most formats including Corporate 1000(.

3. XceedID( 125KHz proximity cards of all standard formats.

4. Provide ________ proximity cards.

D. Power Supplies

1. Reader

The Access Control Field Panel shall provide the necessary power to operate the reader.

E. Power & Data Cables

1. Access Control Field Panel to Reader (Wiegand interface)

22AWG 12 conductors with overall shield - Beldon 8457 or approved equivalent.

PART 3
EXECUTION

3.01
Acceptable Installers

The following Security Contractors have been pre-approved to bid on this project:

3.02
Examination

It is up to the Contractor to examine the site to verify the conditions prior to bidding on the project.

3.03
PREPARATION

A.
The Contractor shall order all required parts and equipment upon notification of award of the Work.

B.
The Contractor shall bench test all equipment prior to delivery to the job site.

C.
The Contractor shall verify the availability of power where required.  If a new source of power is required, a licensed electrician shall be used to install it.

D.
The Contractor shall arrange for obtaining all programming information including access times, free access times, door groups, operator levels, etc.

3.04
INSTALLATION

A. General

1. The Contractor shall coordinate with the [CLIENT]’s IT Department for interface with their LAN system.

2. The Contractor shall carefully follow the instructions in the manufacturers' Installation Manual to insure all steps have been taken to provide a reliable, easy to operate system.

3. The Administrator Terminal shall be connected to the remote terminals before connecting to any card reader processors.

4. The Contractor shall coordinate with the [CLIENT]’s Architectural Hardware Consultant to interface with all electric locks.

5. Perform all Work as indicated in the Drawings and Specifications.

6. The Contractor shall install the appropriate cable from the CPU to readers, door contacts, request-to-exit devices, and electric locks at each door.

7. All communications cables shall be kept away from power circuits.

8. The Contractor shall install the power supply(s) for electric locks in locations where they won’t interfere with other operations.

9. The Contractor shall also execute adequate testing of the system to insure proper operation.

3.05
Field Quality Control

A. WORKMANSHIP

1. Comply with highest industry standards, except when specified requirements indicate more rigid standards or more precise workmanship.

3. Perform Work with persons experienced and qualified to produce workmanship specified.

4. Maintain quality control over suppliers and Subcontractors.

5. Quality of workmanship is considered important.  [CLIENT] Project Manager will have the authority to reject Work which does not conform to the Drawings and Specifications.

B. EQUIPMENT PRE-TEST

All equipment shall be bench tested prior to delivery to job site and prior to installation.  Bench test per manufacturer’s installation instructions.

C. WIRE AND CABLE

1. Design, layout, size, and plan new wire and cable runs as required.

2. All wire and cable from the processors to all devices at each door shall be “home-run” unless otherwise specified.

3. All wire and cable, including any wire and cable that is existing and will be reused in the Work, shall be installed in conduit or surface metal raceway, except as follows:

4. Wire or cable, in lengths of less than ten (10) feet, that is “fished” within walls, ceilings, and door frames.

5. All wire and cable passing thru metalwork shall be sleeved by an approved grommet or bushing.

6. Avoid splicing conductors.  All splices shall be made in junction boxes (except at equipment).  Splices shall be made with an approved crimp connection.  Wire nuts shall not be used on any low-voltage wiring.

7. Each electrical boxes that cables pass through shall be designated as one of three different types (see Appendix X):

a. Pull Box.  Cables pass through the box without any splices.

b. Splice Box.  Two identical types of cables may be spliced together if their conductor are matched color-to-color.

c. Junction Box.  Two or more cables are spliced together with unmatching conductors.

8. Identify all wire and cable at terminations and at every junction box.  Identification shall be made with an approved permanent label, Brady or equal.

D. WIRE AND CABLE TERMINATIONS

1. Identify all inputs and outputs on terminal strips with permanent marking labels.

2. Neatly dress and tie all wiring.  The length of conductors within enclosures shall be sufficient to neatly train the conductor to the terminal point with no excess.  Run all wire and cable parallel or normal to walls, floors and ground.

3. Install connectors as required by equipment manufacturers.

4. Terminations shall be made so that there is no bare conductor at the terminal.  The conductor insulation shall bear against the terminal or connector shoulder.

5. Do not obstruct equipment controls or indicators with wire or cable.  Route wire and cable away from heat producing components such as resistors, regulators, and the like.

E. CONDUIT AND RACEWAY INSTALLATION

1. Design, lay-out, size and plan new conduit and raceway systems as required.

2. Indoor Requirements:

a. Route exposed conduit and raceway parallel and perpendicular to walls and adjacent piping.

b. Maintain minimum six (6) inch clearance between conduit and piping.

c. Group conduit in parallel runs where practical and use conduit rack constructed of steel channel with conduit straps or clamps. 

d. Use conduit bodies to make sharp changes in direction, as around beams.  Fasten conduits and raceways to structural steel using approved spring clips or clamps.

e. Where conduit penetrates fire-rated walls and floors, seal opening with UL listed fire rated sealer or other methods as approved by codes.

f. No exposed conduit, raceway, or junction box shall be installed within any office area.

g. Install all boxes straight and plumb.

h. Do not support conduit from mechanical, plumbing, or fire sprinkler systems.

i. Drill or core drill all holes in walls, ceilings, or floors where required for new conduits.  Do not cause damage to any structural steel or other structural support member by drilling or cutting.

j. Do not use flexible conduit in lengths longer than six (6) feet.

3. Outdoor Requirements:

a. Where conduit penetrates exterior walls, seal opening around conduit in an approved manner to make watertight.

b. Use galvanized straps and fasteners on all exterior conduit.

c. All exterior boxes will only be used to aid in pulling the cable between points.

F. GROUNDING

Provide earth-grounding of equipment as required by equipment manufacturer.  Earth ground shall be connected to ground rod or approved cold water pipe.  Electrical or telephone ground connections shall not be used as earth grounds.  Connections to mounting posts or building structural steel shall not be used as earth grounds.

G. CUTTING AND PATCHING

The Contractor shall be responsible for all cutting, fitting or patching that may be required to complete the Work.

end of section

Company / December 8, 2008
13760 - 

Access Control System

Company / Proj No. / December 8, 2008
13761 - 

Access Control Cards & Readers


